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Abstract:
Gigantic rates of data production in the era of Big Data, 
Internet of Thing (IoT), and Smart Cyber Physical Sys-
tems (CPS) pose incessantly escalating demands for 
massive data processing, storage, and transmission while 
continuously interacting with the physical world under 
unpredictable, harsh, and energy-/power-constrained sce-
narios. Therefore, such systems need to support not only 
the high-performance capabilities under tight power/
energy envelop, but also need to be intelligent/cognitive 
and robust. This has given rise to a new age of Machine 
Learning (and, in general Artificial Intelligence) at differ-
ent levels of the computing stack, ranging from Edge and 
Fog to the Cloud. In particular, Deep Neural Networks 
(DNNs) have shown tremendous improvement over the 
past 6-8 years to achieve a significantly high accuracy for 
a certain set of tasks, like image classification, object de-
tection, natural language processing, and medical data 
analytics. However, these DNN require highly complex 
computations, incurring huge processing, memory, and 
energy costs. To some extent, Moore’s Law help by pack-
ing more transistors in the chip. However, at the same 
time, every new generation of device technology faces 
new issues and challenges in terms of energy efficiency, 
power density, and diverse reliability threats. These tech-
nological issues and the escalating challenges posed by 
the new generation of IoT and CPS systems force to re-
think the computing foundations, architectures and the 
system software for embedded intelligence. Moreover, in 
the era of growing cyber-security threats, the intelligent 
features of a smart CPS and IoT system face new type 
of attacks, requiring novel design principles for enabling 
Robust Machine Learning.
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