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Abstract

The intricacy of information security management (ISM) has
become a major issue for organizations as Cybercrime is on the
rise and cybercriminals are only getting better at what they do.
The skills gap is growing between the people who hack and the
people who could help protect against cybersecurity vulnerabilities
of new technologies, such as drones and autonomous vehicles. As
threats that exploit vulnerabilities in our cyber infrastructure grow
and evolve, an integrated cybersecurity workforce must be capable
of designing, developing, implementing, and maintaining defensive
and offensive cyber strategies. The role of higher educational
institutions (HEI) preparing students in cyber security workforce
development could not have been more important as institutions are
finding themselves with the challenge of preparing a workforce for a
battle that is apparently hard with which to keep pace. The purpose
of this study qualitative research was to determine best practices
in cybersecurity competencies and teaching pedagogies in higher
education. The study sought to find the best pedagogies being used
in cybersecurity programs in institutions designed as Centers of
Academic Excellence (CAE) to prepare students. The study also
sought to determine specific pedagogical best practices depending
upon type of competency. Interviews were conducted with
cybersecurity educators from eight (8) colleges and universities in
Alabama and Tennessee who are members of the National Centers
of Academic Excellence (CAE) program in Cyber Defense (CD).
The interviews data collected were kept confidential. The results
from this study indicate that while cybersecurity competencies
can be achieved through all the four (4) pedagogical themes:
hands-on virtual reality online; hands-on with instructor; mixed or
blended learning; and flipped classroom learning, hands-on with
virtualization led by an instructor stands out as the best pedagogy.
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Introduction

At the center of information security is the concept of risk which
is encountered by many organizations. While some risks are easily
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controllable, others can threaten the very survival of the organization
[1]. The world faces new threats every moment with the certainty of
blooming new technologies that are dynamicin nature. Cybercriminals
are only getting better at what they do, which means the skills gap
is growing between the people who hack and the people who stop
them. Imam [1] stated that in the past numerous organizations
took information security threats frivolously, but today threats are
well seen as opportunities through which attackers could cripple an
organization instantaneously. As cyber threats continue to evolve, the
nation’s protection against them relies on a steady stream of qualified
cybersecurity professionals entering the workforce. Higher education
institutions are finding themselves with the challenge of preparing a
workforce to stay current with technological developments [2].

Allhigher education institution faces the demands of cybersecurity
realities: An integrated cybersecurity workforce can address the
cybersecurity challenges inherent to preparing their organizations
to successfully implement aspects of their missions and business
processes connected to cybersecurity. An integrated cybersecurity
workforce includes technical and nontechnical roles that are staffed
with knowledgeable and experienced people.

To keep up with workforce demands over the next decade, it
will be imperative for institutions of higher education to keep their
fingers on the pulse of competencies and pedagogies to adequately
prepare workers to compete in an educationally progressive world.
Institutions are cultivating an integrated cybersecurity workforce that
is globally competitive from hire to retire and prepared to protect our
nation from existing and emerging cybersecurity challenges.

Higher education institutions are facing an explosion of
technological threats and a new generation of young people who are
addicted to the new technologies, ignoring their consequences that
lead to a physical, emotional, psychological, spiritual, and economic
hijacking.

Research Questions

The following describes the instrument that was used to answer
the two research questions:

Research Question 1: What pedagogies are being used in CAE
designated cybersecurity programs to prepare students?

Research Question 2: Are there specific pedagogical best practices
depending upon type of competency?

Research Question 3: What factors exist that may either promote
or hinder student learning in cybersecurity education?

Description of the Problem

Information security professionals are in demand in both
government and private enterprise, and the trend is not expected
to change [3]. As the education market exists today, the United
States may not be in a position to quickly and adequately train the
sizeable security workforce needed to secure critical infrastructure
and key resources [4]. In order to meet this increasing need, more
cybersecurity degree programs, particularly at the undergraduate
level, are required. Currently, only a small number of academic
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programs are funded and equipped to formally train cybersecurity
professionals, and those few programs cannot train a workforce of
thousands in a relatively short period of time [4].

Higher education institutions are slow to change. They cannot
simply start offering more courses in cybersecurity. It is not easy
to alter a curriculum, especially when you have students who are
advanced in the program, with new students entering the program
regularly [5]. Curricula are not updated as often as technology
changes because of politics, staffing difficulties, and lack of budget.
Many factors are at play in program development, but the focus on
enabling higher education to provide their students with needed tools
to be professionally successful is dynamic [6].

Literature Review

The rapid changes that are taking place in the world of work
today call for higher education to play a stronger role in better
preparing college graduates to transition into the global economy
and to be ready to contribute to the economic bottom line. Colleges
and universities are the hubs through which citizens, educators,
practitioners, and policymakers reveal the value and significance of
the role of higher education in the world today. The essential role
that colleges and universities play in students’ preparation requires
leaders of higher education institutions to accept responsibility for
students’ post graduate performance [7]. According to Nicholas [8],
preparing students for the challenges of the industry is a central role
for higher education.

The idea of teaching cybersecurity concepts is not new but started
to become more relevant in the 1980s. Forcht [9] related some
observations about education and industry where security when
she wrote “Educators have long struggled with the issue of whether to
ignore the data security issue in order to avoid opening a Pandora’s
Box or whether to face the issue head-on in the hope that the students
preparing for business or industry will be cognizant of the problem
and will be acquainted through college coursework with the basis of
approaching and analyzing the situation” [9-11].

Theoretical Foundations in Adult Learning

Central to human beings is the need to learn. This desire results
from a realization that what we are, the environment within which
we exist, and what we know are all in a constant state of flux [10]. In
the absence of a severe deficiency, stagnation (the inability to advise
or develop) is counter to human nature. The ways by which humans
understand what learning is, and the ways in which it takes place, are
multivariate relative to individual historical context, philosophical
tradition, and cultural point of view. The act of learning is the process

by which knowledge is acquired [11]. In the course of this study, the
researchers explored the interrelationships between these aspects
of learning relative to how the study participants, as contemporary
learners, engaged in a dynamic field of practice, as they acquired
and maintained the competencies perceived as necessary to perform
their duties successfully. Theoretical perspectives of adult learning,
including experiential learning, situated cognition, and expertise
development, were used to create the content of the study.

Experiential Learning: Much of the foundational work on
the process of cognitive development was done by Jean Piaget.
Although he focused entirely on children, his theory has provided the
foundation of work completed with adults [12]. Piaget identified two
processes that are employed by individuals who support adaptation:
simulation (using or transforming one’s environments to relate to
prior mental constructs) and accommodation (changing mental
constructs to account for, and relate to, changes in the environment).
Piaget identified how these processes are used throughout life,
simultaneously and alternately, as individuals mature [13].

As a process, learning focuses on what happens when the learning
takes place and causes changes that are persistent and measurable by
enabling everyone to formulate or revise his or her mental construct
over time [14]. Bloom [15] divided the learning process into a
hierarchical taxonomy with the six levels shown in Figure 1.

Figure 1 illustrates [15]’s cognitive taxonomy, as revised by
Anderson and Krathwohl in 2001. The layers represent the levels
of learning with each layer representing increasing complexity.
Presented with each layer are sample verbs and products that describe
actions or creations at that level of cognitive development.

Situated Cognition: Situated cognition has its roots in
anthropology, sociology, and cognitive science and represents a
departure from traditional views that learning is behavioral and
individualistic to the perspective that it is emergent and social [17,18].

Expertise Development: It is generally accepted that
professionals in a chosen field may progress along a continuum
from early entrant to a position of recognition as a member of an
elite group of practitioners. Traditionally, career progression has
resulted by demonstrating the ability to leverage formal, theoretical
learning along with firsthand knowledge of the causes and effects of
decisions made in the performance of duties and supplemented with
self-initiated activities and the insights offered by others [19].

Competency Model Framework

To assist businesses, educators, and workforce development
professionals in identifying the industry-specific skills and
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Figure 1: Bloom’s hierarchical taxonomy.
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competencies that workers will require the U.S. Department of Labor’s
(DOL) developed Competency Model Clearinghouse public toolkit
in an organizing framework on a national level [20]. The framework
consists of a set of building blocks arranged into nine tiers containing
specific sets of related competencies. The model borrows heavily
from the National Initiative for Cybersecurity Education’s (NICE)
National Cybersecurity Workforce Framework. The framework is
designed to provide a common understanding of, and lexicon for,
cybersecurity work, and many of the knowledges, skills, and abilities
(KSAs) framework and reproduced in the cybersecurity industry
model. In the framework, the nine tiers are grouped into three
clusters: foundational competencies, industry-related competencies,
and occupation-related competencies.

Competencies are recognized by the industry as significant
predictors of employee performance and success, which is equally
as important as an individual’s academic aptitude and content
knowledge. A competency is the capability of applying or using
knowledge, skills, abilities, behaviors, and personal characteristics to
successfully perform critical work tasks, specific functions, or operate
in a given role or position. Competencies are the bridge between
traditional credit hour measures of student achievement and student
learning. For the purpose of this study, a competency was defined as
a combination of skills, abilities, and knowledge needed to perform
a specific task. Competency-based initiatives are those purposeful
actions directed at defining, teaching, and assessing competencies
across their programs.

Cybersecurity in Education: Information security analyst is
the eighth best job in the United States, according to U.S. News and
World Report’s Top 100 Jobs in 2015 list. Job openings in the field
are expected to increase 36.5% by 2022, and median pay is $88,890
per year, the Bureau of Labor Statistics reported in 2009. However,
despite all these benefits, successful hiring in cybersecurity careers is
lagging [21]. American employers have realized the importance of
cybersecurity, but that realization has created a near-term shortage of
workers that may require long-term solutions.

As technology and computing disciplines developed, more time
and energy was given towards researching security concepts. In the
late 1990s, [22] work explored the idea of providing a lab where
students could learn computer science concepts in a quasi-hostile
environment. The lab was designed in such a way that as students
tested algorithms or operating systems, they did so knowing that
Transmission Control Protocol/Internet Protocol snooping could be
in use. Prior to September 11, 2001, educators recognized that there
that there was a significant lack of security concepts in computing.
However, the events of September 11, 2001, triggered a new surge
in cybersecurity development in computing education beyond what
Yang and others had anticipated [23].

In the United States, the National Security Telecommunications
and Information Systems Security Committee (NSTISSC) was
established under National Security Directive 42 and re-designated
as the Committee on National Security Systems (CNSS) in 2001 and
developed a set of standards that accredited national security systems
as well as security programs. As reported by Papanikolaou [24],
the result is that educators now see a set of expectations that public
industries have for cybersecurity professionals. Another contribution
to the surge in cybersecurity education development was the result of
funding from the National Science Foundation (NSF) for educating
professionals in information assurance [25] to entice students to
pursue studies in this domain include the Cybercops: Scholarship for

Service (SFS) program and the Information Assurance Scholarship
Program (IASP) from the Department of Defense.

Even with this effort, researchers are indicating that government
officials and industry leaders are not seeing cybersecurity graduates
who have problem-solving skills or out-of-the-box thinking abilities
[26]. One of the areas of research concerned with cybersecurity
education is the improvement of practical hands-on exercises.
Cybersecurity courses are appropriate topics for lab-based
instruction as many labs are unscripted and open-ended, allowing
multiple correct solutions [27]. Others have revealed in research that
hands- on experience is essential in order to integrate the topics [28].
Anderson noted that students learn most effectively at the highest
levels of analyzing, evaluating, and creating solutions. Experience in
these areas makes students better prepared to use the competencies
they have in the real world [16].

Methodology

This study involved a case study and qualitative research method
to test the hypotheses and answer the research questions. The purpose
of qualitative interview, Mason [29] alluded, is not only merely the
harvesting of information but the constructing of knowledge in
context as well.

Purpose of the Study

The purpose of this study was to examine pedagogical best practices
for student mastery of cybersecurity competencies. The researchers
needed to know if the conversion of students to professionals
was reliant on the course content of higher education institutions.
Higher education institutions educate students by providing a
curriculum-related theoretical knowledge of each discipline, which
may not necessarily align with the requirements of the present-day
employers in a highly competitive world [30]. In addition to the
knowledge- based pedagogy used in the classroom, it is imperative
for the support services in universities, such as career development
centers and academic advising centers, to serve as significant partners
in enhancing the positive connections between the skills learned by
the students in educational institutions to the requirements for skills
and competencies of the 21st century workforce.

Cybercrime is on the rise, and the types of attacks are becoming
more aggressive, sophisticated, and dangerous. There are more
frequent and critical breaches, and there is a trajectory towards
attacks on both critical infrastructures and high-profile individuals
[31]. The researcher determined the needed pedagogies for Higher
Education Institutions (HEI) that would enable students to gain the
competencies required to successfully resolve these problems.

Formative Evaluation Materials/Instruments

Within instructional design, the use of formative evaluation
ensures that lab activities are delivered efficiently and effectively [32].
The goal of formative assessment is to monitor student learning,
allowing for student feedback during the developmental phase, and
utilizing it to improve the educational delivery methods [33]. posited
that formative evaluation has two primary functions when working
with cybersecurity, to examine the educational value and to verify the
underlying logic of the exercise [33].

Three stages involved in the instructional design model were
outlined by [34]. The first phase of instructional design involves
the use of the Subject Matter Expert (SME) and members from the
field study. The instructional designer works through the intended
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material with the assistance of students, which aids in the discovery
of errors in the content. Traditionally instructional designers are not
well versed in IT technology studies, so it is up to the SME to provide
the most accurate lab materials. Any revisions take place at the end
of this phase. The next stage involves a small group evaluation of
the instructional material. The instructional designer is an observer
in this phase, gathering learners’ interactions to the new material.
Once created, assessment of the labs occurs to determine if they are
compatible with the instructor to finalize additional changes. The final
stage of the model involves an actual test in the learning management
platform. Implementing the lab into the educational environment
examines the feasibility and usability of the design. The instructional
designer acts as an observer and undertakes any revisions necessary
to create the finished product.

Unfortunately, because of the diversity involved with information
technology [35], the steps outlined by [34] are rarely carried through
in the design of practical labs used in IT security. As described by
[36], universities face a shortage of qualified IT security professionals,
which leads to a modified approach to instructional design. Poorly
designed computer labs hinder understanding of the security concepts,
potentially preventing students from gaining the skills required for the
field [37]. Universities that prescribe to the theory only presentation
of security materials ultimately impede students’ ability to learn the
tactile skills required to be an IT security professional. Courses that
only offer term papers not only will discourage students, but also these
students will find themselves lacking the skills to gain employment
[38], suggested four areas associated with a formative evaluation of
a computer-based program: the presentation, ease of use, interactive
components, and appropriateness to the subject. Evaluating both the
written and graphic presentation ensures that the course is readable
and appropriate. Providing a learning environment that is easy to
navigate, with the directions explicitly available, creates ease of use
for the students. Using a variety of interactive components allows for
different learning styles, making the content more interesting. Lastly,
maintaining the appropriateness of the subject ensures completion of
all objectives [38]. Conducted a study that used formative evaluation
to measure the effectiveness of a Web-based course by administering
questionnaires to students, specifically asking about ease of use and
course content. By evaluating ease of use, [32] were able to determine
if the navigation hindered student learning. Well-written material
and labs allow students to concentrate on the course objectives rather
than its presentation. A properly created and executed security lab
should increase student knowledge, providing the tactile skills and
confidence to understand the subject material.

Research Procedures and Data Collection

In accordance with qualitative research traditions [39], data from
multiple sources were collected. Various approaches to data collection
have been suggested to ensure the credibility of the data. The type of
data collected was in the form of paper notes or memos, online notes,
and video files of interviews. The research resulted in numerical data
to be downloaded in a variety of formats.

The interviews were used to allow the researcher to get historical
and contextual information about the participants’ experience in
cybersecurity research while controlling the line of questioning [40].
During the interviews, the researcher detached from focusing on the
participants [41] and focused attention on the discussed issues for
garnering an understanding of the topic [42]. The interviews were
recorded so that an accurate record of the participants’ views and
comments were used in the analysis. Interviewees were provided with

an advance copy of the interview protocol. This protocol included
heading information about the interview (time, place, participant), as
well as the questions to be asked. The ongoing reviews took place to
ascertain key facets of the role of cybersecurity professionals.

These examinations provided a broad sense for what the role
expectations were at the various levels of proficiency as well as
what competencies were required. Care was taken to ensure that
the documents examined and used in the course of the study were
authentic and relevant to the research purpose [43].

Once the data were collected, the next step was to categorize the
information. The objective was to identify any patterns representing
concepts the participants represented during the data collection
phase. Specific phrases were developed allowing the researcher to
categorize the responses, while identifying emergent themes. During
this data aggregation phase, subcategories were identified, which
were not identified during the initial development of the research
project. These subcategories were identified and coded such that this
new information was assimilated into the research’s findings. The
idea presented by [44] was that the method of analysis in a qualitative
study is one that evolves based on small increments of investigation
throughout data collection. This is the premise on which the analysis
of data was performed for this research.

Findings and Discussion
The summary of these pedagogies are as follows:
e Hands-On Labs Virtual Reality Online
e Hands-On Labs with Instructor
e Mixed Learning Methods
e Flipped Classroom Learning

The themes reflect the experiences of the participants and are
significant to the phenomenon. The experience using the pedagogy
by the participant is the phenomena. Collecting data and information
regarding participants’ perceptions on cybersecurity pedagogy will
help to understand the phenomenon [40]. He also posited that,
phenomenological research elucidates the importance of capturing
people’s shared experiences and the choices made to accomplish
personal goals.

The four themes were repeated throughout the context of
the interviews. The data collected consisted of six typewritten
transcripts. The use of an inductive data reduction process allowed
for the summarization of raw data to establish a clear link between
the researcher’s objectives and findings. The resultant themes
center on two primary areas denoted by the participants’ remarks:
the importance of hands-on labs, and the need for more frequent
opportunities to apply their knowledge. The data extracted from each
theme indicated that most of the participants agreed that hands-on
virtual labs provide valuable skills that apply to the job market. They
expressed the need for more hands-on labs to show students how to
hone their tactile skills, and to recognize the importance of hands-on
labs.

Fourteen questions from the participants’ interviews were used
to examine the pedagogical best practices of student mastery of cyber
security.

The six issues discovered from the interviews provided the
following conclusions:
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1. Many of the participants mentioned the use of auditory/visual
learning, but all indicated kinesthetic as the preferred method
of learning.

2. Participants found their students more confident with their
knowledge when applying skills using a virtual machine
environment.

3. Participants stressed the need for additional hands-on labs,
which they would like to start sooner in the course.

4. Participants indicated, in the specific feedback concerning the
virtual lab, a common troubleshooting area should be added to
the lab instruction.

5. All participants emphasized the usefulness of video lectures,
stating that they often referred to them when working with the
hands-on virtual labs using a flipped classroom concept.

6. Participants promoted the instructor-led hands-on approach
with more detailed problems.

All participants insisted that translating tactical skills into
practical, viable labs for cybersecurity students is becoming an
essential aspect of the computer security curriculum. The field of
cybersecurity is a subset field of information technology (IT), which
focuses strictly on any security issues that could lead to the tampering,
destruction, or loss of data or information. The goal of all higher
education institutions is to provide training to learn how to mitigate
potential threats. All participants reported IT security instructor’s
ability to create and deliver relevant labs is a critical job requirement
in producing a well-versed security technologist. Designing labs with
tangible lessons provides an environment to enhance conceptual
learning and skills. The goal is to produce technologists with industry-
comparable skills.

The development, deployment, and distribution of labs can
be created to support a community of contribution and reusability
[45]. The challenge in providing a reusable platform starts with the
supporting operating system or developer software. Are the students
able to access the material from anywhere, or does the school have the
hardware to support the demand for virtual labs so it does not adversely
affect student ability to conduct their experiments? Distributed labs
could offer blended learning [46] and allow instructors to create content
that would be stored and reused for later classes [45] suggested that the
time spent in devolvement and standardizing could alleviate issues with
the quality of the course and labs [47].

The researchers believe that the use of hands-on labs in security
training can enhance a student’s ability to learn a new subject,
especially those involving tool usage. With all the delivery methods
available, what tools become the best lab delivery method for security
students so he or she can gain the skill sets? To teach cybersecurity
courses, schools must be equipped with mainstream technology found
in the majority of network infrastructures. These cost-prohibitive
equipment labs provide the best learning platform for students. Other
viable solutions involve the use of virtualization, which can provide
an environment similar to the costly labs at a fraction of the cost.

Hands-on labs can be costly, and time restrictive, but provide
the best learning environment for students [48]. Creating a practical
security lab to conduct live experiments may ultimately improve
the student’s comprehension concerning security. Cost-effective
solutions include many of the open- source platforms such as
BackTrack or Kali Linux, designed for digital forensics or penetration

testing. Some argue that many live experiments are based strictly
on attack and defense techniques instead of allowing students to
experience real-world business needs [49]. Instead of using a cyber-
war approach, create labs using real scenarios so students can apply
the skill to pertinent business tasks.

Conclusions

This study provides the participants’ perspective about pedagogies
used in cybersecurity classes. It adds to the body of knowledge and
addresses a specific concern with teaching cybersecurity to ensure
that students achieve the needed competencies using the appropriate

pedagogy.

By examining cybersecurity participants’ shared experiences
with virtualization, the findings show that participants perceived the
usefulness of virtual labs in gaining the tactile skills in the field of
cybersecurity. Hands-on virtual labs are the results of several years
of effort, in which capabilities have evolved as new challenge, and
student demands have been identified. However, the struggle needed
to replicate any of these environments is significantly less, and as such
similar labs could be deployed in a short time frame to meet similar
needs at other institutions. The technical challenges are solvable
with off-the-shelf technology through securing and isolating lab
infrastructure, which requires significant and ongoing effort.

Higher education institutions faced with the challenges of
furnishing the facility with all of the needed equipment should review
the variety of virtualization software that is available. Virtualization
offers a flexible platform used in face-to-face classes or online, as
long as the students’ computers meet the hardware requirements.
There is no definitive information that virtual labs are better than
any other lab, but the consensus is that hands-on labs are a necessity.
How schools achieve that goal will determine if viable security labs
are provided to the students. This study shows that participants have
recognized the usefulness of hands-on labs and indicated that their
students preferred the virtual lab to straight lecture.
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