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Abstract

Cloud computing has transformed modern computing by
providing unique flexibility and scalability to businesses and
individuals. However, it also introduces significant security
challenges. This mini review paper explores Information Flow
Tracking (IFT) and its role in enhancing cloud computing
security. By focusing on the flow of information within cloud
environments, IFT offers a data-centric approach to security
enforcement. This paper reviews various IFT approaches and
their applications in cloud security, highlighting their benefits
and challenges. Future research directions are also discussed,
emphasizing the need for refined IFT mechanisms and
seamless integration into cloud environments to address
evolving security threats.
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Introduction

Cloud computing has transformed the landscape of modern
computing, offering unparalleled flexibility and scalability to
businesses and individuals. However, alongside its benefits, cloud
computing introduces significant security challenges. In this mini-
review paper, we delve into the Information Flow Tracking (IFT)
concept and its role in strengthening the security posture of cloud
computing environments. This article provides a distillation of an
earlier published, and much longer version through a filter meant to
highlight the outcomes, assertions as well as add on insights that have
been (re-)born. More of the details from that work can be found here

[1].

According to the National Institute of Standards and Technology
(NIST), cloud computing is defined as a model for enabling
ubiquitous, on-demand access to a shared pool of configurable
computing resources. It encompasses key characteristics such as on-
demand self-service, broad network access, resource pooling, rapid
clasticity, and measured services. Cloud computing provides a
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dynamic and scalable platform for delivering computing services by
leveraging technologies like virtualization.

Materials and Methods

Cloud deployment models and security concerns

Various deployment models characterize cloud computing, including
private, public, community, and hybrid clouds. Each deployment model
brings its own set of security considerations, ranging from data privacy
and access control to regulatory compliance and data residency
requirements. Security concerns in cloud computing encompass trust
issues between consumers and providers, data storage vulnerabilities,
and access management challenges.

Information Flow Tracking (IFT) in cloud security

IFT represents a paradigm shift in security enforcement that offers a
data-centric approach to tracking and controlling data propagation
within cloud environments. In contrast to traditional access control
models such as Mandatory Access Control (MAC) and Discretionary
Access Control (DAC), which focus on resource-centric security
policies, IFT focuses on the flow of information through the system.
Centralized and Dynamic IFT systems enable fine-grained control
over data flow. That allows administrators to define security policies
that govern data propagation based on its security attributes.

IFT mechanisms and models in cloud security

Several IFT approaches enforce cloud security in the literature.
However, none of them have taken into consideration the consumer’s
perspective and the importance of IFT as a security challenges solution
of cloud computing [1]. For instance, Yuan, et al. have introduced a
fine-grained IFT framework capable of identifying malware within
cloud environments [2].

As seen in Figure 1, the fine-grained IFT system offers taint
tracking mechanisms tailored to the security requirements of
Cloud applications. This includes a configuration file based on:

* Script,
* Source triggering mechanisms, and
* A customizable security detection method [3-5].

Bacon, et al. have reviewed some IFT mechanisms and identified
the challenges needed to apply IFT to a cloud environment [1]. In their
work, the researchers recommended that IFT be used for different
aspects that would provide better Cloud security including

* Policy specification,

¢ Translation and enforcement,
* Auditing, and

* For digital forensics.

In their research, Chess and West utilized dynamic taint
propagation to identify vulnerabilities without attacking the target
systems in the process [6].
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Figure 1: Cloud taint-fine-grained IFT System for cloud
applications, featuring customizable taint tracking mechanisms.

Similarly, Marcel, et al. have employed IFT for privacy assessments
in IoT applications [7]. This approach enables security auditors to
model the flow of critical data in IoT systems and automatically verify
compliance with given privacy constraints. Fu has studied the
scalability of IFT for distributed systems. Fu presented “DisTtaint,” a
DIFT system designed to safeguard privacy and detect potential leaks
of sensitive data. Similarly, other researchers have introduced, Pileus, a
system aimed at preventing unauthorized or malicious attempts by
users to access resources belonging to others [8]. Their approach
applies a Dynamic IFT model that blocks adversaries from executing
vulnerability scans, typically the initial step in attempting
unauthorized access to another user's data. Papagiannis and Pietzuch
introduced CloudFilter, as depicted in Figure 2, which serves as a
mechanism ensuring enterprises save control over their sensitive data
while enabling employee access and utilization of Enterprise Cloud
Services [9].
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Figure 2: Cloud filter-dynamic IFT model defending against
vulnerability.

Results and Discussion

Wang, et al. proposed a distributed system for IFT that can test a
large number of applications that would have required a long time
with “normal” similar systems CloudFence, a model proposed by
Vandebogart [9], is depicted in Figure 2. The researchers have
proposed Data Flow Tracking (DFT) as a service model that supports
both consumers and providers in auditing security parameters
pertaining to data residing in the Cloud [10].

In addition, CloudFence is maintained by the Cloud provider and
the consumer would access this just as any other service. This concept
overcomes the possible distrust that may exist and requires that the

consumer be responsible and thus cognizant to protect their own data
in the Cloud, from an auditing standpoint (i.e., non-preventive). There
are other instances where IFT systems are implemented in cutting-
edge technologies for security purposes including SDN [11], and [oT
networks (Figure 3) [12-14].
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Figure 3: Cloud fence-illustrating the dynamics of advanced
cloud security solutions.

Accessing data in the cloud needs to flow in ways that provide
secure and resilient access protocols. Some researchers have made
contributions toward achieving secure access in the cloud. However,
only a few have utilized Information Flow Tracking (IFT) in their
studies. Flow introduced a continuous security mechanism for Cloud
Service Providers (CSP) using IFT [1]. The technique enforces fine-
grained security policies at the application level. The system is tested
via a framework designed for deploying I[FT-aware web applications
in the cloud. John investigated the IFT system to reduce the load of
understanding the details of data protection for both sides tenants and
providers of PaaS [15]. The investigation proposes that DIFT is
appropriate for the data protection integrity and confidentiality in the
applications of PaaS.

Bowers's research focused on safeguarding cloud data based on its
geographical location [16]. Cloud consumers are particularly
concerned about the jurisdiction governing their data in the cloud.
Similarly, Awani, et al. investigated the use of IFT to oversee data
exchanges between various components or applications within the
cloud [17]. This research specifically emphasizes labeling or tagging
data owned by different users to ensure traffic isolation [18].

Leuprecht thoroughly discussed protecting data shared among
different applications using IFT [5]. The researchers argue that IFT-
enabled cloud services ensure policy enforcement as data moves across
applications, eliminating the need for special sharing mechanisms. Sun
investigated a cloud service architecture designed to isolate user
activities in the cloud is proposed [8]. The architecture utilizes DIFT
(“distributed”) to enhance cloud security by preventing malicious users
from gaining unauthorized access to cloud applications. Moreover,
DIFT limits an individual user’s operations or access to particularly
dangerous Cloud services that can pose a threat to the consumer’s
confidentiality, integrity, and intellectual property. DIFT is about how
IFT can be employed to control users and limit how Cloud services can
be accessed on distributed systems like the Cloud. In other words, DIFT
assures the deployment of IFT in distributed systems.

Shyamasundar, et al., have utilized IFT to build secure and privacy-
aware hybrid cloud services [19]. The researchers have proven their
proposed system is forensic-ready by design. In their demonstrated
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case, the IFT provides the minimum necessary forensic information
from hybrid services. Another system that uses IFT for securing the
environment of the cloud is Secure-ComFlow [20]. Therefore, the
model specifically targets the migration of data from local company
infrastructures (i.e., consumers) to the cloud. It is user-oriented,
providing users with the ability to define IFT policies for their data.

Algahtani, et al., proposed a framework called Cloud Monitor that
was developed to improve IFT efficiency that gives cloud service
consumers better control over their data. It uses both centralized and
dynamic approaches to prevent data misuse like exfiltration.
Experiments showed that the framework maintains performance
efficiency even with increasing data volumes, balancing security with
resource use. Cloud Monitor and Cloud fence [9] are similar, however,
the difference is that the Cloud Fence DFT model does not allow
consumers to have rights regarding how the model audits the data (i.e.,
the audit functions are hard-coded, nonmutable). On the other hand, in
the Cloud Monitor, the local on-site user actions are taken into
consideration. In the end, the consumers can trust all data that is
coming from the CSP to their local site. This implies that consumers
will possess the tools to safeguard their data both in cloud storage and
on their own premises [21].

Current trends and future directions

Recent trends and future research directions in Information Flow
Tracking (IFT) for cloud security include enhancing IFT with artificial
intelligence and machine learning for improved threat detection and
response, optimizing IFT systems to handle large-scale, distributed
cloud infrastructures efficiently, implementing IFT methods that
protect user privacy and comply with regulatory standards, and
adapting IFT to new technologies like IoT, SDN, and 5G to address
unique security challenges. By focusing on these areas, future research
can enhance cloud security through more robust and effective IFT
solutions.

Conclusion

Information flow tracking presents a promising avenue for
bolstering security in cloud computing. By adopting a data-centric
approach to security enforcement, IFT enables administrators to exert
fine-grained control over data flows and propagation, mitigating
security risks and enhancing data privacy. Future research should
focus on integrating Al and ML, optimizing scalability, developing
user-centric  models, ensuring cross-platform  compatibility,
implementing privacy-preserving techniques, integrating with
emerging technologies, and creating forensic-ready services. These
advancements will help address evolving security challenges and
enhance the overall security of cloud computing environments.
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